
The Treacherous Envoy Problem: Trust, Collusion, and
Accountability in Multi-Agent Workflows

[BlueSky Paper]

Zhiqiang Lin

The Ohio State University

Columbus, OH, USA

lin.3021@osu.edu

Shuo Chen

Microsoft Research

Redmond, WA, USA

shuochen@microsoft.com

Huan Sun

The Ohio State University

Columbus, OH, USA

sun.397@osu.edu

Abstract
LLM-based agents increasingly execute workflows on behalf of

principals with conflicting interests: booking hotels, approving pro-

curement, coordinating payments. We call an agent treacherous
when its realized effects violate the delegating principal’s intent

while the evidence it releases is locally consistent with every check

the principal’s disclosure policy allows. We formulate the Treach-
erous Envoy Problem (TEP): given a natural-language delegation,

publicly observable tool-side effects, and released artifacts, can a

principal decide whether the workflow is unsafe, and in particular

whether an envoy has acted treacherously, in time to abort before

irreversible harm where possible and otherwise with evidence suf-

ficient for adjudication and accountability, when other agents may

collude and no universally trusted mediator exists? We argue TEP

is structurally hard. Detection requires three coupled capabilities

(expressive natural-language negotiation, verifiable conformance

of effects to intent, and bounded disclosure of private context), and

these capabilities resist independent resolution: any mechanism

that strengthens one tightens the constraints on the others. We give

formal evidence for two of the coupling edges, identify five tensions

where the trilemma bites in practice, five workflow exploitation

patterns ranging from treachery proper to harmful-but-compliant

value degradation, and research directions toward the detection

and deterrence infrastructure that agent workflows currently lack.

CCS Concepts
• Security andprivacy→Access control;Authorization;Trusted
computing; • Computing methodologies → Artificial intelli-
gence.
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1 Introduction
“A wicked messenger falls into trouble, but a trustworthy
envoy brings healing.” – Ancient proverb

From doing to verifying. LLM-based agents are rapidly shift-

ing from generating text to executing real workflows. Writing and

deploying code with AI agents is already routine [37, 42]. The fore-

seeable next step is agents that negotiate contracts, book travel, and

manage payments on behalf of users: the underlying capabilities

(e.g., multi-step planning, natural-language negotiation) already

exist in research prototypes [41], and commercial computer-use

agents are beginning to operate in web and OS environments [25].

As agents take over execution, the human’s role shifts from doing
to verifying: software engineers already review AI-generated code

rather than write every line, and the same shift is coming to work-

flows. When a user delegates “book me a refundable hotel for $487”,

their job shifts from navigating a booking site to validating that

the outcome matches intent. This makes validation and verification
(V&V) the central security challenge for AI agent workflows.

Multi-agent workflows make V&V fundamentally harder.
With a single trusted agent, V&V is tractable: check the agent’s

output against the original request. Real deployments, however, are

increasingly multi-agent: a buyer agent coordinates with merchant,

payment, and service agents representing different principals with

conflicting interests and private context [41]. Some agents are hon-

est but vulnerable; others are strategic; a few may be malicious.

Critically, agents can collude: multiple seller agents may present

terms that look correct individually but are strategically incomplete

in aggregate. V&V must therefore reason not about one agent in

isolation but about the joint behavior of agents with conflicting

interests and the ability to coordinate.

The threat: treacherous envoys. We call an agent treacherous
when its realized effects violate the delegating principal’s intent

while the evidence it releases is locally consistent with every check

the principal’s disclosure policy allows. Treachery differs from ordi-

nary compromise in three ways: (i) each individual action can stay

within nominal authority, so classical access control does not catch

it; (ii) multiple agents can collude, presenting jointly plausible but

individually uninformative evidence; (iii) the delegation is in natural

language, so the attacker has latitude in how “intent” is interpreted.

Classical formulations touch adjacent problems but miss this core:

the confused deputy [19] fixes who is authorized (an honest agent

misled within one trust domain), and Lampson’s confinement [22]

fixes what leaks (under a single principal with a trusted monitor).

Treacherous envoys instead raise the question of whether composed
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S1: Single envoy (unilateral)
Drift or laundering by one

treacherous agent.

S2: Multi-principal (asymmetric info)
Principals act independently but

see different parts of the task & evi-

dence.

S3: Same-role multiplicity (many sell-
ers)
Multiple agents of the same role

compete and may coordinate.

S4: Cross-principal collusion (coordination)
Agents from different principals ac-

tively coordinate to block verification.

Figure 1: A staging ladder for TEP: as adversarial structure increases from a single treacherous envoy to cross-principal collusion,
tensions around structure, binding, disclosure, friction, and incentives become sharper.

effects match delegated intent across principals with conflicting in-

terests, when verification itself costs privacy and no trusted monitor

exists, a combination neither prior problem was designed for.

The Treacherous Envoy Problem. We formulate detection as

a single decision problem: given a natural-language delegation 𝑁 ,
publicly observable tool-side effects Effectspub, and released artifacts
Released, can a principal decide whether the workflow is unsafe, and
in particular whether an envoy has acted treacherously, in time to
abort before irreversible harm where possible and otherwise with
evidence sufficient for adjudication and accountability, when other
agents may collude and no universally trusted mediator exists? We

call this the Treacherous Envoy Problem (TEP). TEP names three out-

comes: progress (effects match intent), safe abort (refuse or esca-
late without harm), and hurt (treachery succeeds; adjudication and

accountability remain). Figure 1 shows an escalating ladder from

a single treacherous envoy (S1) to cross-principal collusion (S4).

Why TEP is hard: a V&V trilemma.Detecting treachery requires
three capabilities that resist joint maximization: expressive nego-
tiation (extracting an enforceable scope from free-form delegation),

verifiable conformance (checking realized effects against that

scope), and bounded disclosure (verifying without forcing prin-
cipals to reveal private context). Tightening verification demands

more evidence, which costs privacy; protecting privacy limits what

can be verified; and richer negotiation makes “correct” harder to

pin down. We argue this is a structural trilemma, analogous in

spirit to CAP [13]: §4 gives formal evidence on two coupling edges

rather than a single impossibility, and designers must declare which

property they sacrifice under adversarial conditions. LLM agents

sharpen all three edges: scope extraction parses ambiguous text

rather than structured protocols, prompt injection [16] can con-

vert a trusted envoy into a treacherous one, and non-deterministic

generation complicates stable baselines for conformance.

A familiar analogue: the real-estate system. Human delegation

already solves this problem institutionally. A home buyer trusts a

real-estate agent most of the time, but the system is structured with

layers of V&V that activate precisely when trust is insufficient: a

home inspector independently checks the property; a title company
verifies ownership and liens; an escrow service holds funds until
conditions are met; a lawyer reviews contracts; licensing boards hold
agents accountable for misrepresentation; and contract law provides

the deterrence that makes the other layers credible. It works not

because every action is verified, but because verification is possible
when needed, oversight is layered, and bad actors face consequences.

What agent workflows currently lack. When a buyer agent

books a hotel through seller agents, none of these layers exist: no

inspector checks that “refundable” means what the user thinks,

no escrow holds the charge until terms are confirmed, no lawyer

flags a hidden cancellation deadline, no licensing board holds seller

agents accountable, and no legal framework deters agent-level mis-

representation. The agent executes, returns a confirmation number,

and the user must trust the result. Worse, agents can collude across

these gaps, as if the buyer’s real-estate agent, the inspector, and the

seller’s agent were all coordinating against the buyer, with no court

to hold them accountable. This is the infrastructure gap TEP names;

the directions in §6 map onto exactly the layers the real-estate

system supplies.

Running example. A user asks a buyer agent to book a refund-
able hotel for $487. The seller side is not a single entity: multiple

seller agents (merchants, aggregators, affiliates) with opposed in-

centives compete for placement, and may be rewarded for steering,

upsells, or breakage. Three coupled surfaces arise: ambiguity in

what “refundable” means (expressive negotiation), realized reserva-

tions drifting from what was presented (verifiable conformance),

and validating terms requiring itemization that reveals itinerary

(bounded disclosure). Collusion amplifies all three. The same struc-

ture recurs in enterprise procurement, subscription management,

and multi-party approvals; we revisit these domains in §3 and §5.

Contributions. (1) We formulate TEP as a single decision prob-

lem: detect an unsafe workflow, and in particular a treacherous

envoy, from natural-language delegation and partial public obser-

vations, under collusion and without a trusted mediator. (2) We

argue the V&V trilemma is the structural reason TEP is hard, give

formal evidence on two coupling edges (verification–leakage and

hedge-asymmetry), and catalogue five tensions and five exploitation

patterns. (3) We outline research directions and a layered reference

architecture for the detection and deterrence infrastructure agent

workflows currently lack.

2 Setting and Scope
Workflow, actors, notation. A TEP workflow instance has four
entity classes: principals 𝑝 ∈ P (stakeholders with potentially con-

flicting interests and policies), agents 𝑎 ∈ A (software acting under

delegated authority), tools 𝜏 ∈ T (interfaces for irreversible oper-

ations), and artifacts R (records of actions and outcomes). Let 𝑁

be the negotiation record; Scope the task scope extracted from 𝑁 , a

structured representation of the promised operation, operands, con-

straints (price caps, refundability, timing, fee modality), and allowed

degrees of freedom (substitutions, tolerance windows); Effects the
ground-truth realized tool-side effects, with publicly observable

projection Effectspub (the remainder depends on a provider’s private

state 𝑆 : rate class, margin, inventory); Released ⊆ R the artifacts

released across principals; Policy = {Policy𝑝 } per-principal policies
(admissible actions and disclosure limits); and Profile the agreed-
upon evidence profile (form and granularity of permitted artifacts).

A verifier sees Effectspub and Released but not 𝑆 . Profile and Policy𝑝
2



The Treacherous Envoy Problem: Trust, Collusion, and Accountability in Multi-Agent Workflows SACMAT ’26, July 08–10, 2026, Waterloo, ON, Canada

Negotiation
(terms, promises)

Execution
(tool calls, effects)

Evidence
(receipts, traces)

Ambiguity / Strategic Misrepresentation

Irreversible Side Effects Disclosure Channel

𝑁 →Scope

Scope→Effects

Effects→Released
A1, A3

A4, A5

A2
T3 Accountabil-
ity vs disclosure:
proof needed vs

privacy leakage

T1 Structure vs negotiability:
NL promises vs en-

forceable constraints

T2 Binding vs dynamism:
price, availability

T5 Incentives vs compliance:
steering, within-

scope value loss

T4 Safe progress vs friction:
approvals, esca-

lation, latency

Outcomes: Progress

| Safe Abort | Hurt

Figure 2: Core cycle in TEP: negotiation, execution, and evi-
dence, with the three interfaces (𝑁 →Scope, Scope→Effects,
Effects→Released) and the attack patterns (A1–A5) that tar-
get each. Tensions T1–T5 are shown as callouts; collusion
amplifies all patterns by coordinating across interfaces.

can conflict, and that conflict is part of what makes accountability

versus disclosure hard (§3).

Coalitions and threat model. A coalition is any 𝐶 ⊆ A ∪ P that

can coordinate; collusion is the adversarial case. TEP admits partial
collusion (subsets coordinate while others remain independent),

same-role multiplicity with a Sybil dimension [11] (one principal

spawning ostensibly-independent agents), and mid-workflow com-
promise (an honest agent turns treacherous, e.g., via prompt injec-

tion [16], while retaining delegated authority). The environment is

dynamic: prices, availability, and tool behavior may change between

negotiation and execution. We do not assume a shared trusted log

across principals, nor a universally trusted arbiter; without a shared

log, colluders can present locally consistent but globally incompati-

ble fragments, making attribution ill-posed. Recursive delegation

reduces to nested TEP instances but introduces composition ques-

tions (scope restriction across levels, evidence aggregation) that we

defer to future work.

Why the trust-minimized baseline. Real workflows are em-

bedded in platforms, payment providers, and legal systems that

partially mitigate treachery. We nonetheless analyze TEP without

a universally trusted monitor, for the same reason Dolev–Yao anal-

ysis [10] is useful for protocol security: the worst-case baseline

exposes structural constraints that trusted layers relax but do not

eliminate, and cross-platform agent workflows increasingly have

no single arbiter. We revisit interactions with trusted layers in §6.2.

TEP, formally. Let Conform(Effects, Scope) ∈ {0, 1} hold when

realized effects satisfy Scope’s operation, operands, and constraints
(with allowed tolerances and substitutions), andDisclose(Released,
Profile, Policy) ∈ {0, 1} hold when released artifacts comply with

Profile and each principal’s disclosure limits. A workflow is un-
safe iff Conform = 0 or Disclose = 0; an envoy is treacherous
when its actions cause Conform = 0 while admissible evidence is

insufficient to expose the violation before harm; and a harmful-
but-compliant outcome satisfies both predicates yet produces sys-

tematic value loss (e.g., A5), a boundary case showing Scope must

encode any preferences whose verification matters. TEP: given 𝑁 ,

Effectspub, and Released, decide whether the workflow is unsafe

(with ground-truth Effects determined by unobserved private state

𝑆) with bounded error, under partial collusion and mid-workflow

compromise, without a universally trusted monitor. The predicates

are semantic goals; implementable approximations and adjudica-

tion under incomplete observations are part of the problem. Scope

extraction from 𝑁 is an input prerequisite; Proposition 2 shows

detection can fail before Conform is ever checked.

What TEP is not. TEP is not Byzantine fault tolerance [21]: it does

not assume symmetric replicas agreeing on a single log (though

Byzantine techniques remain useful within a single role class). Nor

is it a universal privacy definition or a general MPC formulation.

TEP isolates one thing: detection of unsafe workflows, including

treachery, under collusion and natural-language delegation, with-

out a universally trusted mediator.

3 Tensions in Practice
The trilemma manifests in practice through five recurring ten-

sions: T1 Structure vs. Negotiability, T2 Binding vs. Dynamism, T3
Accountability vs. Disclosure, T4 Safe Progress vs. Friction, and T5
Incentives vs. Compliance. Figure 2 summarizes the negotiation–

execution–evidence cycle and two failure modes: misbinding drift
(Conform = 0) and over-disclosure laundering (pressure forcing

Disclose = 0). We use the buyer-versus-many-sellers running ex-

ample throughout.

3.1 T1: Structure vs. Negotiability
Negotiation 𝑁 is free-form, but enforcement requires a canoni-

cal Scope with checkable constraints, so the system can only bind

and verify what Scope represents. When Scope is under-specified,
Conform becomes easy to satisfy in unintended ways: sellers reply

to “refundable hotel for $487” with terms that look equivalent to

a user but differ materially in Scope (refundable until check-in vs.

refundable with a $120 fee, hidden resort fees, local-time deadlines,

store-credit refunds), and strategic paraphrases such as “fully re-

fundable” vs. “refundable (policy applies)” perturb the 𝑁 →Scope
mapping. Under collusion, coordinated omissions leave any buyer-

side parser’s Scope incomplete in exactly the dimensions the col-

luders plan to exploit. Obvious remedies do not solve this: “log

everything” or “demand itemized contracts” increases friction and

is itself weaponizable (T3, T4), and relying on natural-language

summaries gives the adversary a one-sided lever: hedged phrasings

extract to strictly weaker scopes than unhedged ones (Proposi-

tion 2), so colluders can widen enforcement boundaries without

the extractor violating any of its own properties.

RQs:What is the minimal structured core for Scope that pre-
serves negotiability while making Conform meaningful, and

can we define binding completeness (which parts of Effects are
actually pinned down by 𝑁 ) to surface incompleteness before

irreversible execution?

3.2 T2: Binding vs. Dynamism
Environments are dynamic: prices update, inventory disappears,

fees appear late, and tool behavior evolves. Binding too early pre-

vents legitimate adaptation and triggers unnecessary safe abort;

3
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binding too late invites drift; collusion exploits windows where

Scope is stale or permissive. A seller can negotiate “$487, refundable”

and later claim the rate expired, proposing “same hotel, different

room” or “equivalent rate class” with new taxes and resort fees

at execution, so that broad substitution clauses let the seller shift

refundability or rate class while staying within a loose reading of

Scope. Two natural responses each fail. Continuous re-negotiation

is slow and invites deadline games (T4), turning broad substitution

clauses into loopholes. A single scalar guardrail such as a maximum

price variance is also insufficient because drift is multi-dimensional:

refund policy, payment timing, cancellation window, and fee modal-

ity matter as much as price, and a colluding coalition can satisfy

each scalar check while shifting value along an unmeasured axis,

with one agent citing environmental change, another offering min-

imal evidence, and a third pressing for fast execution so no single

hop looks anomalous.

RQs: Where should commitments land so that Scope is neither
stale nor rigid, and what is a multi-dimensional drift budget ro-
bust under benign churn and collusion? (Temporal and ordering

attacks belong here: colluders exploit gaps between negotiation

and execution to open windows where Scope is stale.)

3.3 T3: Accountability vs. Disclosure
Evidence is itself a disclosure surface: the most useful artifacts for

integrity often violate disclosure policies, while privacy-preserving

artifacts may be insufficient under adversarial narratives. Validating

refundability can require itemization that reveals check-in date,

neighborhood, rate class, or roommate count, and even minimal

artifacts such as merchant, timestamp, and amount can uniquely

identify a booking. Colluders weaponize this in both directions,

demanding over-revealing proofs as a prerequisite to proceed or

providing under-informative artifacts that force the buyer to accept

drift or over-disclose. The obvious responses cut the wrong way:

“more logs” breaks privacy, “just redact” breaks verifiability, no

universally trusted mediator exists, and even cryptographic proofs

leave Profile and dispute procedures as open design choices that

colluders can exploit in the gap between what is proved and what

the verifier needs. Proposition 1 shows this trade-off is information-

theoretic rather than a matter of engineering.

RQs:What evidence profiles Profile trade verifiability for dis-

closure in a controlled way, and when does evidence become

an exfiltration channel under collusion?

3.4 T4: Safe Progress vs. Friction
Stronger checks reduce harm but impose friction (latency, inter-

ruptions, drop-offs), which in adversarial settings becomes a lever:

sellers respond with “cannot disclose” or “requires manual review”

to create approval fatigue while claiming rates expire, and colluders

selectively raise friction on low-margin paths so the buyer relaxes

Scope or weakens Profile to maintain completion. Gating every-

thing behind user approvals trains users to click through; pure

autopilot increases hurt when Conform = 0; simple rate limits do

not address strategic friction, because colluders manufacture uncer-

tainty that forces a choice between safe abort and risky progress.

RQs: How should systems allocate a friction budget that pre-
serves integrity and disclosure while remaining robust to dead-

line games and collusion targeting high-scrutiny paths?

3.5 T5: Incentives vs. Compliance
Even when Conform = 1 and Disclose = 1, a strategic party can

optimize within the rules to produce dominated outcomes: steering,

bundling, and breakage are locally rational yet harmful in aggregate.

One seller suppresses a better alternative or biases ranking; another

delays refunds within allowed windows; colluders distribute manip-

ulation across curation, execution, and evidence so that no single

step appears malicious but aggregate value is systematically lost.

Assuming Scope fully encodes preferences fails because preferences
are incomplete; requiring “best effort” needs full market visibility,

which typically violates bounded disclosure; and access control

alone cannot prevent steering via permitted actions.

RQs: What outcome-quality guarantees are meaningful and

auditable without modeling the full market, and can steering

patterns be detected under bounded Profile while preserving
Disclose = 1?

4 Why Detecting Treachery is Hard
The tensions of §3 are practical manifestations of the trilemma. We

examine each edge: (I) verifiable conformance defines what de-
tection targets; (II) bounded disclosure quantifies what detection
costs in leakage; (III) expressive negotiation asks whether the

target can be reliably specified. We formalize II and III (Proposi-

tions 1 and 2); I↔III is sketched in §4.4, as it requires a model of

intended scope that extraction itself must recover.

4.1 Challenge I: Scope Conformance
Scope conformance asks a deceptively simple question: did the
agent do what was agreed? Making it checkable requires pinning

down what “agreed” means. For the hotel example we instantiate

Scope as a conjunction of typed attribute constraints (price ≤ $487;

refund_policy ∈ {full, partial_with_fee}; cancel_deadline ≥
check_in; fee_rule: no_hidden∨ itemized); thenConform (Effects,
Scope) = 1 iff every constraint is satisfied by the corresponding

field of Effects.
Two properties of this formulation are load-bearing. First, con-

formance is multi-dimensional: a scalar price check can pass while

refundability or fee constraints fail (attack A1’s misbinding drift).

Reducing conformance to one axis misses exactly the drift attackers

exploit in §5. Second, conformance is naturally graded: a violation
vector 𝑣 (Effects, Scope) ∈ R𝑑

≥0 (withConform = 1 iff 𝑣 = 0) enables
drift budgets (T2) that distinguish benign environmental churn from

adversarial misbinding without triggering refusal storms.

4.2 Challenge II: Bounded Disclosure
Checking conformance requires some evidence, and any evidence

reveals something about the provider’s private state (rate class,

inventory, margin). Intuitively, a verifier who cannot distinguish

a compliant from a non-compliant seller from the evidence alone

must accept drift or demand more; and “more evidence” is exactly

what the disclosure policy bounds. We make this precise below.

4
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Proposition 1 (Verification–leakage coupling). Let 𝑍 =

(Effectspub, Scope) denote the public quantities, and let𝐶 = Conform
(Effects, Scope) = 𝑓 (𝑆) be the binary conformance label determined
by the provider’s private state 𝑆 ; let Released be the released artifact.
If there exists a verifier 𝑔 such that Pr[𝑔(Released, 𝑍 ) =𝐶] ≥ 1 − 𝛿

for some 𝛿 < 1

2
, then

𝐼 (𝑆 ;Released | 𝑍 ) ≥ 𝐻 (𝐶 | 𝑍 ) − 𝐻𝑏 (𝛿),
where 𝐻𝑏 (·) is the binary entropy function and probabilities are over
the joint distribution of 𝑆 , Released, and any verifier randomness
(the bound is vacuous when 𝐻𝑏 (𝛿) ≥𝐻 (𝐶 | 𝑍 )). In the balanced case
𝐻 (𝐶 | 𝑍 ) = 1, error-free verification (𝛿 = 0) requires leaking at least
one full bit about 𝑆 beyond what 𝑍 already reveals.

Proof sketch. Three standard information-theoretic facts chain

together.

(1) Fano: reliable classification bounds residual uncertainty.
The verifier 𝑔(Released, 𝑍 ) estimates the binary label 𝐶 with error

≤ 𝛿 . Binary Fano [8] then gives

𝐻 (𝐶 | Released, 𝑍 ) ≤ 𝐻𝑏 (𝛿).
(2) Mutual-information identity. By definition,

𝐼 (𝐶;Released | 𝑍 ) = 𝐻 (𝐶 | 𝑍 ) − 𝐻 (𝐶 | Released, 𝑍 )
≥ 𝐻 (𝐶 | 𝑍 ) − 𝐻𝑏 (𝛿).

(3) Chain rule lifts leakage from 𝐶 to 𝑆 . Since 𝐶 = 𝑓 (𝑆),
𝐼 (𝑆 ;Released | 𝑍 ) = 𝐼 (𝐶 ;Released | 𝑍 ) + 𝐼 (𝑆 ;Released | 𝐶,𝑍 )

≥ 𝐼 (𝐶;Released | 𝑍 ),
as mutual information is non-negative. Combining with (2) yields

the claim. □

T3 is therefore not an engineering limitation to be optimized away

but an information-theoretic constraint that mechanism design

must navigate by choosing evidence profiles tailored to the domain.

Collusion tightens the frontier: colluders can craft views jointly

plausible yet individually uninformative, raising verification cost

without raising leakage proportionally.

4.3 Challenge III: Scope Extraction
Before conformance or disclosure can be checked, the system must

first determine what was agreed: extracting a checkable Scope from
the free-form negotiation record 𝑁 . A reasonable extractor should

satisfy three properties: completeness (every enforcement-relevant

attribute gets a constraint in Scope), soundness (the constraints it
asserts are genuinely entailed by 𝑁 ), and robustness (small para-

phrases in 𝑁 produce small changes in Scope). The issue is not

that natural language is ambiguous in the abstract; it is that these

three properties interact asymmetrically whenever the vocabulary

admits hedges and qualifiers, and the asymmetry is exploitable.

Proposition 2 (Hedge asymmetry in maximally sound scope

extraction). Let constraints for an attribute 𝑎 form a lattice or-
dered by permissiveness. Suppose an unhedged phrase 𝑢 semantically
denotes an allowed-value set 𝐷𝑢 and a hedged phrase ℎ denotes a
strictly larger allowed-value set𝐷ℎ ⊋ 𝐷𝑢 . Any deterministic extractor
that is complete (emits a constraint for every enforcement-relevant
attribute) and maximally sound (returns the strongest constraint

entailed by 𝑁 ) must emit a strictly more permissive constraint on
𝑎 for ℎ than for 𝑢, regardless of the writer’s intent. The asymmetry
is one-sided under implicit phrasing: an adversary widens scope via
hedging, and narrowing below 𝐷𝑢 requires adding explicit structure
(e.g., “fully refundable, no fee, until 24 hours before check-in”) rather
than a symmetric paraphrase.

Proof sketch. Take refund_policy with phrasings “fully re-

fundable” (𝐷𝑢 = {full}) and “refundable (policy applies)” (𝐷ℎ =

{full, partial} ⊋ 𝐷𝑢 ). Completeness forces a constraint on both;

maximal soundness forces the strongest entailed constraint, whose

denotation is 𝐷𝑢 for 𝑢 and 𝐷ℎ for ℎ. Since 𝐷ℎ ⊋ 𝐷𝑢 , the hedged

phrasing yields a strictly more permissive constraint, indepen-

dent of intent. Each hedge-admitting attribute adds one adversarial

axis. □

This also exposes the robustness tension: under any natural-language

metric that treats hedged and unhedged phrasings as close, max-

imal soundness forces a strict change in the extracted constraint.

Robustness therefore cannot be obtained for free; it must be traded

against either specificity or soundness.

The design implication is concrete: systems should require struc-
tured term sheets as a negotiation-phase commitment device that

constrains the extractor’s input, just as typed APIs constrain pars-

ing of commands. Free-form negotiation can remain on top, but the

enforceable layer must be a structured artifact the parties sign off

on before execution.

4.4 Why the Three Edges are Coupled
The three challenges cannot be solved independently; weaken-

ing any one degrades the design choices available on the other

two. If scope extraction (III) silently misses an attribute, confor-

mance (I) is vacuously satisfied on it, yet evidence about the re-

maining constraints still leaks: the principal pays a disclosure cost

for no integrity benefit. If conformance (I) is reduced to a single

axis such as price, the evidence profile Profile cannot detect multi-

dimensional drift, which forces ad hoc demands outside Profile
and risks Disclose = 0. And if bounded disclosure (II) cannot be

maintained, principals rationally refuse verification, rendering con-

formance checking and extraction moot.

A further circularity looms when Conform or Disclose are them-

selves implemented by LLM judges: the very component that may

be compromised is the one deciding whether compromise occurred.

Breaking it requires external verifiers over structured representa-

tions, formal proof certificates a simple checker can validate, or

hardware-attested execution [7]; composing these under partial

trust is an open challenge. Treachery also has a temporal dimen-

sion: an agent compromised mid-workflow retains its delegated

authority, so conformance at the start of a trace does not imply

conformance at the end, and extending TEP to prefix conformance
(evaluating Conform at each decision point) is a natural next step.

5 Vulnerabilities and Exploitation Patterns
The trilemma and its tensions are not abstract: in multi-agent work-

flows where principals have conflicting interests, they induce con-

crete exploitation patterns that a strategic envoy can mount.
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We derive the patterns systematically from the three interfaces in

a TEP workflow (Figure 2). Every workflow transforms negotiation

into scope (𝑁 →Scope), scope into effects (Scope→Effects), and
effects into evidence (Effects→Released). An attacker can corrupt:

• Scope interface (𝑁 → Scope): the scope is under-specified or

manipulated. Attack A1 (misbinding drift) exploits ambiguity

in 𝑁 ; Attack A3 (scope laundering) exploits tool composition

that circumvents scope-level checks.

• Execution interface (Scope→Effects): effects drift from scope

or stay within scope but degrade value. Attack A4 (friction-driven

evasion) uses friction and deadlines to bypass policy; Attack A5

(value degradation) steers within permitted scope to produce

inferior outcomes.

• Evidence interface (Effects→Released): evidence is weaponized.
Attack A2 (proof laundering) forces a “disclose or accept drift”

dilemma, turning verification into a privacy cost.

Table 1 summarizes the patterns and their enabling tensions. Each

can be mounted by a single envoy but becomes harder to attribute

under collusion. A representative collusion strategy chains patterns

end-to-end: (i) shape 𝑁 so Scope is ambiguous (A1), (ii) exploit that

latitude via tool composition (A3), (iii) make verification privacy-

costly (A2), (iv) route around strict checks via deadline pressure

(A4), and (v) remain formally compliant while degrading value (A5).

A1. Misbinding drift (T1/T2). Realized Effects violate intended
constraints yet remain defensible because Scopewas under-specified.
The seller executes a prepaid rate class, shifts fees to “pay at prop-

erty”, or invokes a substitution clause. Colluding parties split respon-

sibility: one agent shapes 𝑁 , a second executes under a different in-

terpretation, a third releasesmatching but incomplete artifacts. Drift

is multi-dimensional, so scalar checks miss integrity violations.

A2. Proof laundering via over-disclosure pressure (T3). Ar-
tifacts Released become leverage: the attacker forces a “disclose

more or accept drift” dilemma, pushing toward Disclose(Released,
Profile, Policy) = 0 as the price of verifying (Conform(Effects, Scope)
= 1). The verification–leakage coupling (Proposition 1) quantifies

this information-theoretic constraint. Colluding parties coordinate

partial disclosures that are jointly insufficient unless the buyer

over-reveals.

A3. Scope laundering through tool composition (T1/T4). A
sequence of individually permitted tool calls realizes a forbidden

outcome (splitting effects to evade scope-level checks). A seller

splits charges across “taxes”, “service”, or a second merchant-of-

record; an affiliate tool rewrites terms while staying within a local

allowlist. Tool-level allow/deny is insufficient: what matters for

Conform(Effects, Scope) is the operand-level semantics of com-
posed effects.

A4. Friction-driven policy evasion (T4/T5). Policies across prin-
cipals compose into a global weakness. Under deadline pressure

the workflow routes around stricter checks, weakens the evidence

profile, or relaxes constraints. Colluding agents weaponize friction

by selectively obstructing low-margin workflows until the buyer

accepts broader substitutions. The core risk is compositional: lo-

cal policies are individually reasonable yet their interaction makes

friction a bypass tool.

Table 1: Recurring exploitation patterns, enabling tensions,
and observable signals. Each can be mounted by a single
envoy but becomes harder to attribute under collusion.

Pattern TensionsTypical signals

A1 Misbinding

drift

T1, T2 Late fee emergence; rate-class or refund-

policy changes; substitutions invoked; “to-

tal” vs. itemized deltas

A2 Proof laun-

dering

T3 Itemization requests beyond policy; receipts

correlate to sensitive attributes; “disclose or

accept drift” gating

A3 Scope laun-

dering

T1, T4 Split charges across merchants; proxy tools

rewrite terms; composed tool calls achieve

forbidden outcome

A4 Friction-

driven evasion

T4, T5 Escalation spikes; deadline pressure; se-

lective “cannot disclose”; workflows route

around stricter checks

A5 Value degra-

dation

T5 (via

T1)

Systematic steering to inferior options;

suspicious ranking; refund-delay patterns;

Conform=1 yet dominated outcomes

A5. Within-scope value degradation (T5) [boundary pattern].
A5 satisfies Conform = 1 and Disclose = 1 yet produces worse

outcomes through steering and option suppression; colluders dis-

tribute manipulation across curation, execution, and evidence so

aggregate value is consistently lost without any single step look-

ing malicious. Under the formal definition, A5 is not treachery
but a scope-design failure: strategically important preferences must

be encoded in Scope, treated as non-verifiable, or handled by the

accountability layer.

Cross-domain applicability. The patterns A1–A5 are not specific
to hotel booking. In enterprise procurement, A1 manifests when a

vendor delivers a “comparable substitute” that technically satisfies

a loosely worded PO but differs on a material attribute (e.g., a

component with shorter warranty or different country of origin). A3

arises when a vendor splits a single order across subsidiaries to stay

under per-vendor audit thresholds. A5 appears when a preferred-

vendor agent consistently wins bids by suppressing competing

quotes that the requisitioner’s agent never surfaces. The structural

pattern, exploiting the gap between what was negotiated, what can

be verified, and what verification reveals, is domain-invariant.

Non-exhaustiveness and prompt injection as a Challenge III
threat. The catalogue A1–A5 captures recurring patterns rather

than claiming exhaustiveness. The most structurally significant

LLM-specific interaction is between indirect prompt injection [16]

and Challenge III: adversarial content in tool responses or retrieved

data can corrupt the 𝑁 →Scope mapping itself, causing the extrac-

tor to silently drop a constraint, reinterpret an operand, or accept

an adversarial paraphrase, enabling A1 through the mechanism

Proposition 2 identifies without modifying 𝑁 . Other LLM-specific

vectors (hallucinated artifacts enabling A2, mid-workflow compro-

mise amplifying A3–A5) reduce to known integrity failures once the

agent’s output is corrupted, and the predicate-evaluation circularity

of §4.4 bites hardest when Conform or Disclose are LLM-based.
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6 Open Questions
The V&V trilemma cannot be eliminated, but it can be navigated, as
human delegation does institutionally (§1). We organize the open

questions around three research directions, each targeting one edge

of the trilemma, and then compose them into a minimal reference

architecture.

1) Verification–leakage co-design (the “inspector” and “es-
crow” layers). The verification–leakage coupling (Proposition 1)

establishes that evidence profiles Profile live on an information-

theoretic frontier; the engineering problem is to design them for

concrete constraint classes (refundability, fee caps, timing). Two sub-

problems stand out. (a) Evidence minimization: structured proofs

that let a verifier check Conform(Effects, Scope) without receiving
full itemization or raw traces. (b)Dispute protocols under asymmetric
trust: procedures that terminate in either verifiable compliance or

safe compensation without forcing policy-violating revelation, even

when colluders craft jointly plausible narratives. Pedersen commit-

ments [32], SNARKs [17], anonymous credentials [5], and TEEs [7]

are candidate starting points, but none comes with a principled

method for choosing Profile itself.

2) Scope representations and binding semantics (the “con-
tract” and “lawyer” layers). Proposition 2 argues that free-form

𝑁 →Scope cannot be made adversarially robust; the constructive

response is to constrain the negotiation interface. Two questions

are critical. First, canonical task-scope schemas: a minimal structured

core that captures operation, operands, constraints, and allowed

degrees of freedom, such that semantically equivalent negotiations

converge on the same enforceable Scope and adversarial reword-

ings cannot silently change what is checked. Recent work on precise

task-scoped authorization for agents [39] explores one concrete

point in this design space by binding each agent action to a task-

specific capability. Second, commitment timing and drift budgets:
where in a multi-step workflow commitments should land, and how

multi-dimensional drift is bounded, so that misbinding is prevented

without triggering refusal storms under legitimate environmental

churn. The graded conformance extension (violation vectors with

per-attribute tolerances) is a natural formal target.

3) Empirics, accountability, and deterrence (the “licensing”
and “deterrence” layers). The previous two directions propose

mechanisms; this one asks how to evaluate them and create conse-
quences for violations. Detection is insufficient without accountabil-

ity: a repeatedly treacherous envoy should face reputation penalties,

revoked authority, or platform sanctions. Concretely, the field needs

(a) benchmark task families across commerce, enterprise approvals,

and incident response with ground-truth Scope annotations and
known drift vectors, (b) red-team dispute sets that exercise attacks

A1–A5 at each staging level S1–S4, and (c) metrics that penalize

hidden Conform = 0 and coerced Disclose = 0 so completion rate

does not reward unsafe bypasses. ToolBench and API-Bank [24, 34]

offer multi-step traces that could be extended with ground-truth

scope, injected drift, and collusion scenarios.

6.1 A V&V Reference Architecture
The three directions compose into a minimal reference architecture

(Figure 3), mirroring the real-estate analogy from §1:

Scope-binding
(“lawyer”)

Challenge III

Conformance-
checking

(“inspector”)

Challenge I

Evidence-
brokering
(“escrow”)

Challenge II

Accountability
(“licensing board”)

Incentives

Scope

Effects checked

Released brokered

𝑁 (negotiation record)

Figure 3: A minimal V&V reference architecture for agent
workflows, mirroring the problem structure from Figure 2.
Each layer addresses one facet of the trilemma; accountabil-
ity (center) provides cross-cutting deterrence. No single layer
dissolves the trilemma.

(1) Scope-binding layer (the “lawyer”). At negotiation time, ex-

tracts a structured term sheet Scope from 𝑁 and obtains explicit

commitment from all parties. It enforces a canonical schema

so downstream checks have a well-defined target. Candidate

mechanisms include structured forms with free-text annota-

tions, LLM-assisted extraction with human confirmation, and

signed term-sheet protocols.

(2) Conformance-checking layer (the “inspector”). At execution
time, monitors tool calls and compares realized effects against

the committed Scope, flagging multi-dimensional drift before it

becomes irreversible. It implements graded conformance (viola-

tion vectors) and drift budgets to separate benign churn from

adversarial misbinding.

(3) Evidence-brokering layer (the “escrow”). Mediates artifact

exchange, choosing Profile to balance verification power against
disclosure cost, brokering selective proofs (commitments, SNARKs,

TEE attestations) so principals can verifywithout over-revealing,

and managing dispute escalation under asymmetric trust.

(4) Accountability layer (the “licensing board”). Maintains rep-

utation, enforces consequences for detected violations (revo-

cation of delegated authority, sanctions, compensation), and

hosts benchmarks and red-team evaluations. It is the deterrence

backstop that makes the other layers credible.

No single layer dissolves the trilemma; each addresses a differ-

ent facet. Scope-binding constrains the input to extraction (Chal-

lenge III), conformance-checking operationalizes Challenge I, evidence-

brokering navigates Challenge II, and accountability supplies the

incentive alignment that the formal predicates alone cannot. A

concrete instantiation, even partial and scoped to a single domain

(hotel booking, procurement), would be a significant step toward

the V&V infrastructure agent workflows currently lack.

6.2 The Role of Trusted Infrastructure
The analysis in §2–§5 deliberately adopts a trust-minimized baseline

to expose structural constraints. Real workflows operate within

institutional trust layers (payment processors, platform arbitra-

tion, legal systems, regulated intermediaries) that partially mitigate

7
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treachery. Recent work on agent infrastructure [6] identifies attribu-

tion, interaction shaping, and harm remediation as key governance

functions; TEP’s accountability layer instantiates the attribution

function while exposing the disclosure cost any attribution mech-

anism must navigate.

What trusted layers buy. A platform-level auditor relaxes T3: it
can verify artifacts on behalf of the buyer without exposing raw

evidence to all parties, analogous to an escrow agent inspecting

documents the buyer never sees. Payment guarantees and refund
policies (chargebacks, escrow holds) mitigate T4 by reducing the

cost of risky progress. Legal and regulatory frameworks supply the

T5 deterrence the formal predicates alone cannot: the threat of

contractual liability or regulatory sanctions constrains strategic

behavior by imposing consequences.

What trusted layers do not buy. Important residual risks re-

main. A1 persists because disputes are semantic, not transactional:
a payment reversal does not settle whether “refundable” meant full

refund or store credit. A2 persists when a trusted layer’s jurisdic-

tion is partial: if a seller’s backend is outside the platform’s logging

boundary, the auditor still relies on seller-provided evidence. A3
persists because tool composition crosses service boundaries that

no single platform audits. A4 persists because trusted layers medi-

ate disputes after the fact; colluders can still manufacture urgency

that forces bypass before safeguards engage. A5 is especially re-

silient: it violates no rule, so legal recourse and platform arbitration

have no trigger. More broadly, the structural coupling of §4.4 is un-

affected: no auditor compensates for a scope extraction that missed

an enforcement-relevant attribute. Trusted layers shift the fron-

tier; they do not eliminate it. Composing detection and deterrence

across trusted and untrusted segments of a workflow is the key

engineering challenge this reference architecture must meet.

7 Related Work
TEP sits at the intersection of delegation and access control, account-

ability, privacy-preserving verification, and agent/tool security; we

organize prior work along the V&V trilemma.

Delegation, capabilities, and the confused deputy. Capability-
based security makes authority an explicit, transferable object [9],

the confused deputy shows how a component can be induced to

misuse it [19], and classic protection work emphasizes complete

mediation [2, 35], engineered at OS and hardware levels by modern

capability systems [38, 40]. TEP adds the semantic gap between ne-

gotiated intent and enforceable scope, and the evidentiary tension

where proving conformance itself violates disclosure bounds under

collusion.

Access control, trust management, and policy languages. Clas-
sical access control (RBAC/ABAC [20, 36]), authorization logics and

trust management [1, 3], policy languages (XACML [28]), relation-

ship or tuple-based authorization (Zanzibar [29]), attenuated cre-

dentials (macaroons [4]), OAuth [18], usage control (UCON [30]),

and graph-based frameworks (NGAC [12]) bind identity to op-

eration but not to runtime-negotiated operands; TEP binds such

operands and couples conformance with bounded disclosure under

collusion. Lampson’s confinement [22] is a direct precursor: con-

finement prevents leaks, while TEP asks whether verification across
principals is achievable without leaks, under collusion and without

a trusted monitor.

Auditing, provenance, and accountability under adversaries.
Logging and provenance mechanisms [23, 27, 31] assume observ-

ability monotonically improves integrity; T3 stresses the opposite,

that evidence can be an attack surface, so TEP requires selective
accountability that detects misbinding drift while respecting dis-

closure bounds, a trade-off Proposition 1 quantifies.

Privacy-preserving verification and selective disclosure.Cryp-
tographic techniques (zero-knowledge proofs [14], commitments [32],

SNARKs [17], anonymous credentials [5]) provide building blocks,

but TEP is not reducible to any single primitive: open questions

are what must be proved and by whom, how proofs evolve under

amendments and dynamism (T2), and how disputes resolve when

policies conflict and no trusted mediator exists.

Agent/tool security, prompt injection, and multi-agent or-
chestration. Tool-augmented agents [37, 42] and multi-agent or-

chestration [41] operationalize action-taking LLMs; prompt in-

jection shows untrusted inputs can compromise them [16, 26],

and red-teaming exposes the adversarial surface of computer-use

agents [25]. Secureworkflow and contract-formalization systems [15,

33] assume pre-agreed schemas and trusted orchestrators, sidestep-

ping 𝑁 → Scope extraction and the disclosure tension. Chan et

al. [6] propose “agent infrastructure”; TEP complements this by

formalizing why it is structurally hard, and task-scoped authoriza-

tion [39] instantiates the scope-binding layer but leaves the confor-

mance and disclosure edges open. Much of this literature targets

single-agent compromise; TEP addresses multi-principal conflict
and collusion, where individually authorized tool calls compose into

misbinding drift, scope laundering, or value degradation.

8 Conclusion
As LLM agents execute multi-agent workflows for principals with

conflicting interests, treachery becomes the central threat: effects

that violate intent while released evidence looks locally legal. We

formulate detection as the Treacherous Envoy Problem, identify

the V&V trilemma (expressive negotiation, verifiable conformance,

bounded disclosure) as the structural reason it is hard, give formal

evidence for two coupling edges, and catalogue five tensions and

five exploitation patterns. Like human institutions, the path forward

is not to eliminate the trilemma but to layer verification so it is

possible when needed and backed by consequences. The pressing

open challenge is compositional: detection and deterrence that

remain soundwhen trusted and untrusted layers interoperate across

organizational boundaries. Progress requires co-design across the

directions of §6, and, as immediate community action, a shared

benchmark with ground-truth Scope annotations, injected drift,

and collusion scenarios at staging levels S1–S4.
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