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Abstract—We demonstrate a near real-time service monitoring
system for detecting and diagnosing issues from high-dimensional
time series data. For detection, we have implemented a learning
algorithm that constructs a hierarchy of detectors from data.
It is scalable, does not require labelled examples of issues for
learning, runs in near real-time, and identifies a subset of counter
time series as being relevant for a detected issue. For diagnosis,
we provide efficient algorithms as post-detection diagnosis aids
to find further relevant counter time series at issue times, a
SQL-like query language for writing flexible queries that apply
these algorithms on the time series data, and a graphical user
interface for visualizing the detection and diagnosis results. Our
solution has been deployed in production as an end-to-end system
for monitoring Microsoft’s internal distributed data storage and
computing platform consisting of tens of thousands of machines
and currently analyses about 12000 counter time series.

I. INTRODUCTION

Enterprises operating cloud-based services need to closely
monitor them to ensure that the quality of service received
by customers remains high. Internal hardware and software
failures, unexpected changes in user load, etc., can result in
slow response, unavailability, and violation of service level
agreements, leading to customer dissatisfaction and financial
penalties. Therefore detecting and diagnosing service issues
quickly and accurately is an important problem.

Services are typically heavily instrumented to collect
telemetry data about internal operations so as to use the data for
detection and diagnosis. Performance counters are one type of
telemetry data where the values of variables related to service
performance (e.g., latencies of API calls, number of internal
failures, usage levels of resources such as memory and CPU,
etc.) are aggregated at regular intervals (e.g., averaged over one
minute intervals). Service health issues appear as “unusual”
patterns in the resulting time series data, e.g., as unusually high
latencies. To enable timely detection, performance counters are
collected and analyzed in real-time. Once an issue is detected,
a service analyst starts a diagnosis procedure to find the root
cause and the resolution.

Detection and diagnosis of service issues are both chal-
lenging problems for several reasons:
1) High dimensionality: Complex services record thousands
of counters, so the solution must scale to high dimensional time
series data. For example, the service monitoring application

we consider in this demonstration involves monitoring more
than ten thousand counters. Information from across multiple
counters need to be combined for accurate detection and rapid
diagnosis. Achieving this in a scalable manner and without bur-
dening the analysts with too many counters to look at is crucial.
2) Unsupervised: In practice there may not be many known
issues available where all the relevant counters that should be
used for detecting and diagnosing them are labelled. This is
because a) typically there may not have been any effort to log
such labels in the past, and b) expert labeling is expensive.
As a result, algorithms that require minimal supervision are
needed. 3) Real-time requirements: Since the counter data is
being collected in real-time, the solution must be able to keep
up with the incoming data rate so that metrics such as time-to-
detection and time-to-resolution are maintained at acceptable
levels. 4) Sparse subset: Only a small subset of counters
may be relevant for any given issue. For example, if only one
sub-component of the service is involved in an issue, it may
affect only those counters related to that sub-component. The
solution must be able to discover such small subsets from the
full set. Exhaustive manual inspection is impractical beyond
10-20 counters. Conventional dashboards are insufficient as
they do not provide any significant automation in finding the
subset.

While there is a vast literature on time series anomaly
detection [3], service monitoring (e.g., [1], [6], [4], [10], [7]),
and visualization of outliers in data (e.g., [2], [5]), none of
these papers manage to address all the challenges listed above.
In this demonstration we show how we addressed all of these
challenges in a real-world service monitoring problem. We
have built an end-to-end system for detection and diagnosis,
starting from the near real-time collection of counter time
series data, a SQL-like query language for writing flexible
queries to analyse the data for diagnosis, to a graphical user
interface for displaying a small subset of counters to the analyst
for diagnosing an issue. The system is currently being used by
Microsoft’s internal distributed storage and computing service,
which consists of tens of thousands of machines and is used
heavily by its various product groups to run batch jobs on
large-scale, distributed data. The demonstration will show how
actual issues affecting this service are detected and diagnosed
using our solution.
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Fig. 1. Heat map view of the service provided by our monitoring system. Tiles in this view represent various service components (left), sub-
components (middle), and sub-sub-components (right) with their corresponding counters. Tile colors are set using the output of the hierarchical
detection system based on how much unusual behavior is being detected in the corresponding part of the service. In addition to the groupings
derived from the service architecture itself, the heat map can also display those learned automatically by the hierarchical detection system.

A. Contributions

The main contributions of the paper are:

• An integrated system for detection and diagnosis on
near real-time, high-dimensional time series data. Our
system currently handles analysis of 12000 counter
time series, and can scale to more with additional
computational resources.

• Scalable, real-time algorithms developed based on
analyst requirements as post-detection diagnosis aids
to find relevant counters for an issue.

• End-to-end system deployed in production for a real-
world large scale service. It includes a tool for dis-
playing the results of both detection and diagnosis.

II. INTEGRATED DETECTION AND DIAGNOSIS SYSTEM

The system we demonstrate has two key parts: 1) a hier-
archical detection system, and 2) an interactive, query-based
diagnosis system. The detection system uses a hierarchy of
detectors automatically learned from data for detecting issues
affecting the service [8]. This hierarchy is applied in near real-
time to the latest counter time series data to detect issues. Once
an issue is detected, it can provide the analyst a hierarchical
grouping of counters that are suspected to be involved in the
issue. This provides the user a starting point for a more detailed
investigation using the query-based diagnosis system, which
can identify further relevant counters as well as relevant time
intervals from the past that can help explain the current issue.

A. Hierarchical Detection System

Our implementation is based on the approach defined
in [8]. Due to limited space, we only provide a high-level
overview. Please refer to the paper for details.

First, a hierarchy of detectors needs to be learned offline
from historical counter data. Our system assumes that the
learning is already complete and that the detector hierarchy is
available to be applied on the new incoming counter time series
data. Briefly, the learning algorithm (1) detects “unusual”
patterns (defined later) in individual counters independently,
(2) automatically discovers groups of related detectors from a
large set, and (3) combines the detectors within each group to
detect issues characterized by multiple simultaneous unusual
patterns in that group. Steps (2) and (3) can be repeated on

the time series of outputs produced by detectors themselves
to build a hierarchy of detectors. There are many possible
choices for defining what an “unusual” pattern is. In this work
we have mainly used change in probability distribution across
two consecutive time windows of a counter, and low probability
values with respect to a probability distribution model of a
counter. Other definitions can also be used without changing
the learning algorithm.

The detection system supports a rich exploration experience
for the analyst by providing a hierarchical organization of
the service based on the learned grouping of counters. With
appropriate inputs to the learning algorithm, knowledge about
any hierarchical structure in the service architecture itself (i.e.,
the various service components, sub-components, sub-sub-
components, and so on) can be incorporated into the detection
system. The results are used to generate a heat map view of
the service which lets the analyst visually explore how an issue
affects which components and which levels in the hierarchy.
We provide a visual representation of the service that shows the
components as colored tiles, with green indicating “normal”
and red indicating “unusual”. The scores from the hierarchical
detector determine the color of the tiles. See figure 1 for an
example.
B. Query-based Diagnosis System

The hierarchical detection system provides the analyst with
an initial clue for understanding an issue affecting the service.
For more detailed investigation, our diagnosis system supports
a SQL-like query language that the analyst can use to do more
detailed analysis. In addition to supporting primitives such
as SELECT, GROUP BY, etc., this language also provides
additional machine learning primitives that apply machine
learning algorithms on the data. To support interactive querying
with acceptable time lag in displaying the results (no more than
a few seconds), the diagnosis system continually precomputes
the results for a few popular time taking queries on latest
counter time series data. The results are stored in a database.
When a user issues a query via the user interface, the results
are either computed or fetched from the database and displayed
on the interface. See figure 2 for an example of a query for
finding past counter time series time intervals that are similar to
the query interval. Due to lack of space, we do not explain the
details of the query language here. Based on the requirements
of our users, we have implemented three types of diagnosis
functionality: 1) finding unusual counters by comparing a time
window of values of a counter against its own past values, 2)
finding unusual counters by comparing the time window of
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Fig. 2. Example of a query for finding past counter time series time
intervals that are similar to the query interval.

a counter across multiple instances of a service component,
and 3) finding time intervals that are similar to a query time
interval by comparing the counter time series across intervals.
We briefly explain the algorithms used. One key constraint
in the design of these algorithms is that they must be fast
enough to analyze high dimensional time series data so that
the results can be made available to the user as quickly as
possible. Currently all three algorithms described below finish
analyzing 12000 counter time series within about 8 minutes of
receiving the data on two machines, each with two 2.2GHz,
16-core CPUs and 128GB RAM.

1) Unusualness with respect to past: Here the goal is to
measure how unusual a counter’s current values are compared
to its past values. We maintain an estimate Ph(xc) of the
probability distribution of the cth counter xc estimated from
a history window h of some fixed size (3 days in this case).
Given a new value for the counter, we compute its unusualness
score as the negative log probability s = −log(Ph(xc)). To
get a score with smoother temporal behavior, we use the
average negative log probability score for a window of k
hours (k is set to either 3 or 6 by the user). We use a
Gaussian kernel density estimate to represent Ph(xc). The
kernel bandwidth parameter is estimated automatically using
Least Squares Cross Validation [9]. The average negative
log probability score is normalized by converting it to its
corresponding percentile over a six month interval and scaling
it by a “confidence” factor that accounts for closeness to the
scores corresponding to neighboring percentiles. (We omit the
details due to lack of space.) The normalized scores are used
to rank the counters.

2) Unusualness across component instances: It is common
for services to have multiple instances of a component that
are performing the same functional role (e.g., a component
handling data storage may have many instances to provide
more capacity). Due to load balancing, many counters (related
to the workload) will usually have only small variance across
instances. One common task an analyst performs repeatedly is
to compare a counter across instances of the same component
to identify outliers. Performing this comparison manually for
a large set of counters is impractical. Here we present an
algorithm for automating it.

We pose the problem as follows: let xi
c and xj

c be the value
for the cth counter of the ith and jth instances, respectively.
We want to estimate the probability that the value for the
cth counter of the ith instance denoted by xi

c is greater than
that of the same counter for the jth instance, denoted by xj

c,
by some margin m. This probability is denoted as the score
sij = P (xi

c − xj
c > m). The score for the ith instance is

then defined as si =
∑

j sij . This score will be high if the
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Fig. 3. Architecture of the integrated detection and diagnosis system.
It performs three main steps: 1) collect performance counters in near
real-time, 2) apply machine learning algorithms for detection and
diagnosis, and 3) display the results on the user interface.

ith instance has differences greater than the margin over many
other instances, indicating that it is unusual. For each counter,
we can rank instances using si. Again, we can represent the
distribution P (xi

c − xj
c > m) efficiently using a histogram for

the differences xi
c − xj

c for each pair (i, j). The histogram is
computed from a fixed size time window, e.g., 12 hours to
gain robustness against temporary large differences between
instances. The margin m is set to be k ∗ σ where σ is the
standard deviation of the cth counter across instances within
the time window. k is a parameter set by the user (e.g., 3).

3) Time series similarity search: Here the goal is to take
a user-specified time interval as input and find other time
intervals in the data that are similar to it. This is useful for
identifying past instances of similar service issues, which can
inform the user about the corrective actions taken in those
cases. The unusualness scores for counters computed by the
algorithm in subsection II-B1 are used to find past intervals
with similar scores. We use the vector of scores for the
counters for a time interval as its representation and compute a
distance between intervals using an appropriate metric. Jaccard
distance between the set of top-K unusual counters between
two time intervals is used to measure dissimilarity between two
intervals. K is set to 10. This allows finding time intervals with
similar sets of counters behaving unusually.

Evaluation: We evaluated the algorithms in sections II-B1 and
II-B2 on a set of 21 past issues which affected the service being
monitored over a one year interval. For 20 out of 21 issues,
the algorithms ranked the relevant counters as the highest
ranked result, giving a Precision@1 of 0.9524. A more detailed
evaluation is in progress.

III. SYSTEM ARCHITECTURE

Figure 3 shows the overall architecture of the end-to-
end system. We make use of the telemetry data pipeline of
the service being monitored to collect performance counters
in near real-time and perform temporal aggregation (e.g.,
average a counter’s values over one minute intervals). We
have implemented a Data Fetcher Service which gets the latest
aggregated counter values from the pipeline once every 15
minutes. These values are persisted in a database.

Once new data arrives at the database, the services which
run the detection and diagnosis algorithms are called. The re-
sults on the latest data given by the algorithms are pushed into
the database. Both the database and the algorithm services run
on two machines, each with two 2.2GHz, 16-core CPUs and
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Fig. 4. Example of ranking counters by unusualness with respect to
past. The counter time series shown above ranks the highest among
the counters for a particular sub-sub-component of the service when
the latest six hour window (shaded in red) is compared against the
preceding three days (unshaded interval to the left of the red interval)
using the algorithm in section II-B1. Figure needs to be magnified
on screen for clarity.

Fig. 5. Example of ranking counters by unusualness across component
instances. The figure shows two counters for 64 component instances
for which the user-specified instance is the most unusual during the
shown time interval as determined by the algorithm in section II-B2.
Figure needs to be magnified on screen for clarity.

128GB RAM. The system currently analyzes 12000 counters
collected at one minute intervals.

We have implemented a browser-based user interface.
The interface fetches data and algorithmic results from the
database based on user requests and displays them. Multiple
simultaneous user sessions are supported.

IV. DEMONSTRATION OVERVIEW

The demonstration consists of two parts: 1) a walk-through
of recent issues which affected the service monitored using our
system, and 2) an interactive session where audience members
can try out their own queries on the time series data we have.

Walk-through of issues: We have a collection of recent issues
which have affected the service that is monitored using our
system. In this part of the demo, we describe how our system
is used in detecting and diagnosing those issues. The starting
point of the demo is an alert message generated by the de-
tection system indicating that an issue is affecting the service.
Next, the service components, sub-components, and counters
involved in the issue are shown using the hierarchical view
generated by our system. We explain how this hierarchical
view helps the user localize the issue to a small part of the
service.

Once an initial set of relevant counters is identified using
the hierarchical view, we show how the diagnosis algorithms
described in section II-B are used to identify further relevant
counters and past time intervals for understanding the issue at
hand. We show use cases for 1) computing unusualness with
respect to past values of counters, 2) computing unusualness
across component instances, and 3) finding similar time inter-
vals from the past. For example, figure 4 shows a screenshot
of the top ranking counters selected by the algorithm in
section II-B1 during the time interval of a service issue. The
top ranking counters in this case do turn out to be relevant
for understanding the incident. Figure 5 shows a screenshot of
the top ranking component instances selected by the algorithm
in section II-B2. This is an example where the component
instances relevant for a particular service issue is correctly
identified by the algorithm.

Interactive query-based exploration of time series data:
In this part of the demo, we ask the audience members to
try out their own queries to better understand the diagnosis
functionality provided by our system and the interactivity it
supports. We provide some example queries that the audience
members can modify to form new ones which can be run on
the time series data we have. The idea is for them to run
various queries, visually evaluate the quality of the results re-
turned, and thus get an intuitive understanding of the system’s
functionality. This does not require a detailed understanding
of our time series data or the service from which the data is
collected. From our experience, the diagnosis algorithms tend
to produce intuitive results which can be understood in terms
of visual unusualness or visual similarity of the time series
patterns.
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