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ABSTRACT
In this paper, we describe the economic payoff of forensic systems used to trace counterfeited content and Software.
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1. EXTENDED ABSTRACT
We consider the economics of improving the protection of content and software against counterfeiting (piracy is harder to analyze; the difference is explained below). I define the Success probability as the probability of tracing, successfully prosecuting, and penalizing the offenders.  Suppose after some investment we improve the success probability by a known factor. What would be the payoff of the improvement?  In this work we make a first attempt at deriving a formula for the payoff. While being very precise and explicit it hinges on some idealized assumptions. We make a few suggestions for future research in order to relax the assumptions and make the results more useful.

There are a few ways of improving the audit success probability. For example, we could hire better lawyers, or we could lobby for more effective laws and more motivated cops.  For a technologist probably the most appealing improvement is invisibly marking the objects to allow tracing the copies to the origin.  Any of these approaches is covered by our analysis; however we conveniently use forensics as a surrogate name for any improvement of the audit success probability.  

A counterfeiter makes an effort to create a copy that looks and feels like the legal version and she charges similar price.  Buyers of counterfeited goods are fooled to believe that they bought the legitimate version, and do not intend to cheat. In contrast, a pirate does not pretend to be the legitimate vendor, and his selling price is a small fraction of the legal price. There are relatively few independent counterfeiting groups, since there are some barriers to entry (eg, they must be able to fake sophisticated holograms on DVDs), whereas piracy usually has negligible barriers and it propagates via secondary copying. Even if we could trace piracy to its root, it isn’t clear that we could penalize the root for secondary copying, and usually Root is a teenager who cannot pay much penalty. For all these complications the current analysis is restricted to counterfeiting.  

We assume that the producer and the counterfeiters share a market whose size depends on the legal price per copy but is independent of piracy. It is certainly independent of the big mass of people who cannot afford the legal price and hence resort to piracy, but the big price difference between legal and pirated copies suggests that those who could afford the legal price but have no inhibitions using piracy will not have much effect on the combined market of the legal producer and the counterfeiters either.

 We make the following idealized assumptions: (i) Crime and punishment:  Once caught and successfully prosecuted, the magnitude of the whole theft of an independent counterfeiter is known and the penalty is in some fixed proportion to the theft. (ii) Audit events are independent of each other. (iii) The probability of false positives is negligible (at the expense of higher probability of false negatives; this tradeoff is accomplished by adjusting the decision-threshold of our detectors).

We show that the optimal number of copies for a counterfeiter is independent of the overall market size. So when the number of counterfeiters increases, the legal vendor is squeezed out of the market. If the number of counterfeiters increases even further then each of the counterfeiters operates below her optimal point. The point at which their profits disappear defines the maximal number of counterfeiters and is precisely computable.
Not surprising, it can be proved that if the producer has zero revenues without forensics then the payoff of adding forensics grows with the penalty (more precisely with the ratio (  between penalty and theft). However, the following result is less obvious:  

If the producer has positive revenues even without forensics then the payoff decreases as (   goes up, and is independent of the overall market size.  
Roughly speaking it says that improvement in audit success probability is most needed when the justice system is most forgiving in its treatment of counterfeiting after the crime has been proven.
As can be expected, the payoff increases as the ratio between success probability with and without forensics increases.  However it doesn’t go up linearly; I show that the payoff graph bends at some point beyond which it doesn’t pay to further improve the system. 

Possible future relaxation of the assumptions: My assumption that a fixed ratio ( exists between punishment and crime should be replaced by some probability distribution whose mean and deviation should be gleaned from statistics of real cases (and it would naturally be country-dependent). Assumption (ii) is harsh. Usually there is dependency among audits once some fraud signal emerges. So in reality the payoff should be better and the current results should be treated as lower bounds. Assumption (iii) looks very realistic and I don’t think needs much tweaking. 
For more details see the full paper at: http://research.microsoft.com/crypto/papers/Ext2.pdf
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